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New challenges!

To face a growing, targeted, and constantly evolving cyber threat,
detection and response teams must be able to adapt their defense
strategy. Sopra Steria's Security Operations Center (SOC) offers a
comprehensive and scalable information management solution that
anticipates, detects, analyzes, and responds to cyber-attacks quickly
and accurately. Our industrialized solution offers you a seamless
“olug & play” integration that will protect your assets starting
tomorrow.

This brochure details the service offering of our Security Operation
Center Benelux as follows:

Discover our complete solution,
1 """"""""" which protects your assets with
an End-2-End (E2E) approach

2 ”””””””””” Understand our added value

3 F— Our SOC Team across the world

SOC is part of a full
ll ””””””””” cybersecurity offering
discover it!
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1. Our E2E Approach

From our cyber centers located across Europe and in Belgium, our
security professionals use sophisticated security and event
management systems to monitor suspicious activities. With the
highest levels of certification and advanced crisis management
systems, they can react quickly and effectively by taking the
necessary measures. Our security engineering team provides services
that cover supply, implementation and support activities to a wide
range of organisations.
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Whether it's a highly advanced attack in the
works, a malicious insider, or slow crawling

malware, we will find it and help you
remediate it !
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Supervision and administration
of the information system
security through tools of
collection, correlation of events
and remote intervention

* Identifying real-time basis, the
IT assets that your
organization owns and the
potential security risks.

» Continuously works on
identifying potential attack
vectors.

* Help our clients to foresee
potential risks and mitigate
them before they become a
factor.

* 24/7 Alert Monitoring

|| & !| Endpoint Protection

* Prevent file-based malware
attacks.

* Detect malicious activity.

* Provide the investigation and
remediation capabilities
needed to respond to
dynamic security incidents
and alerts.
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2@5 Vulnerability Management

Advanced vulnerability analysis on
all assets gives you a continuous,
always-on assessment of your

global IT, security, and compliance
posture, across all your IT asset

* |dentifying, evaluating, treating, and
reporting on security vulnerabilities
in systems and the software that
runs on them.

* Sopra Steria SOC provides
advanced analytics to identify
APTs over extended periods of
time.

C/;B Cloud Security

* Manage the security part of
your cloud.

* Guarantee the protection of
data, applications and
infrastructure involved in the
cloud.




2. Our Added Value

Our SOC analysts, CTls and technical experts are involved in the
entire defense chain, from vulnerability and security incident
detection to response, to adapt the defense strategy to the actual
threat.

A flexible approach tailored to customers needs : The flexible approach

J;%g Managed SOC services offers enterprises the opportunity to establish a highly
effective Security Operations Center, out of the box.

Cybersecurity Expertise : Sopra Steria Benelux SOC engineers are
working in an Agency delivering services in almost all Cybersecurity
areas, therefore benefiting of large panel of experience and
knowledge thanks to strong collaboration and partnership

Business Knowledge : Sopra Steria Benelux SOC already
operates for several Banks and understands Business impacts
and major concerns. Their goal is to give their customers keys to
take good decisions for the Business and release them from
Technical matters

Certified Compliancy : Sopra Steria Benelux SOC & their
colleagues of Infrastructure Management are both certified 1ISO-
27001

Plug & Play Platform : Sopra Steria Benelux SOC has a platform
only waiting for you. A fully industrialized process offers an
integration without delays and can start defending your IT assets
tomorrow

Partnerships: Sopra Steria SOC has partnered with various CTl vendors such
as CrowdStrike, Microsoft and others to provide top of the class Cyber Threat
Intelligence
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3. Our SOC Team across the
world

Sopra Steria is a major player in cybersecurity and today has
several solid infrastructures spread across the world.

CYBERCENTRE
CYBERCENTRE OSLO

LONDON

CYBERCENTRE

BRUSSELS CYBERCENTRE
CYBERCENTRE SINGAPORE

TOULOUSE

KEY INSIGHTS

A new generation of cyber centres in Europe
10 countries covered by an international
local network

A wide network of cyber experts in Europe
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4. SOC is part of a full
cybersecurity offering

Sopra Steria  SOC is a structure that contains an information
security team responsible for continuously monitoring and analyzing
the security situation of our environment . The mission of the SOC
team is to detect, analyze and respond to cybersecurity incidents
using a combination of technology solutions and a robust set of

processes.
PREVENT

* Governance
DETECT

. Detect
. Survey
* Response
* Information on

threats
* Vulnerability

management + Protecting

* Risks
* Command and =
connectivity

+ Compliance
control / « Protecting identity

« Audit
* Training
* Protecting trust

PROTECT

* Protecting by
design

* Protecting the
device

* Protecting data

¢ Protecting the
application
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CONTACT OUR EXPERTS

dc-soc@soprasteria.com
Phone: +32 2 566 66 66
15-23 Avenue Arnaud Fraiteurlaan 1050 Brussels - Belgium

Contact of a representative you spoke with:
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